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Introduction 

Dear Readers, 

Vienna is among the top 5 ICT metropolises in Europe. Around 5,800 ICT enterprises generate sales here of around 20 
billion euros annually. The approximately 8,900 national and international ICT companies in the "Vienna Region" 
(Vienna, Lower Austria and Burgenland) are responsible for roughly two thirds of the total turnover of the ICT sector 
in Austria. 

According to various studies, Vienna scores especially strongly in innovative power, comprehensive support for start-
ups, and a strong focus on sustainability. Vienna also occupies the top positions in multiple "Smart City" rankings. This 
location is also appealing due to its research- and technology-friendly climate, its geographical and cultural vicinity to 
the growth markets in the East, the high quality of its infrastructure and education system, and last but not least the 
best quality of life worldwide. 

In order to make optimal use of this location's potential, the Vienna Business Agency functions as an information and 
cooperation platform for Viennese technology developers. It networks enterprises with development partners and 
leading economic, scientific and municipal administrative customers, and supports the Viennese enterprises with 
targeted monetary funding and a variety of consulting and service offerings. Support in this area is also provided by the 
technology platform of the Vienna Business Agency. At technologieplattform.wirtschaftsagentur.at, Vienna businesses 
and institutions from the field of technology can present their innovative products, services and prototypes as well as 
their research expertise, and find development partners and pilot customers.  

The digital transformation, the networking of all areas, of the everyday life of citizens and all branches of business 
increases both the opportunities and the risks in a Smart City. The topics of security and privacy are no longer 
addressed by individual devices or networks (in, for example, an enterprise) only, but rather by entire infrastructures. 
The present Technology Report therefore offers an overview of the various trends and developments on the topic of "IT 
Security in Vienna" with special attention given to corresponding know-how sponsors and actors, as well as activities 
in Vienna.  

Your Vienna Business Agency team 
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1 IT-Security - From Voluntary to Mandatory 

Information and communication technologies permeate all areas of life and all significant branches of business today - 
and the number of internet users and smartphones, as well as the variety of digital offerings in general, are continually 
climbing. The networking of billions of devices (“Internet of Things”) exponentiates the advantages of digital 
technologies, although the threat situation - “felt” and “real” - is becoming ever more complex as well.  

Entirely separately from the usual digital “pests,” attacks on enterprises and industrial espionage are booming. 
Enterprises are confronted with new risks related to IT security especially due to the growing use of mobile phones and 
tablets – including those personally owned, as underlined by the trend toward “Bring Your Own Device.” Regardless 
whether it’s "Industry 4.0," Cloud Computing or classic office solution: Stable networks, a reliable infrastructure and 
classic IT security are, according to experts, no longer voluntary, but rather mandatory. 

For a long time already, it has not been about just securing individual PCs, but rather preserving infrastructure. Not 
only is the already-materialized emergency creating pressure to deal with the issue. Information technology must now 
be mutually discussed and planned as an overarching matter in all areas, meaning that IT security has an increasingly 
stronger strategic dimension, including as a location factor for the entirety of (Viennese) business. 
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2 International Development: Massive Costs due to IT Attacks 

What significance the area of IT security now has globally is indicated by these numbers: According to experts1, the 
economic damages of IT attacks in the year 2013 amount to as much as 575 billion dollars (459.1 bn. euros) globally. 
According to a study2 by the Vanson Bourne agency, enterprises suffer financial losses of over 1.36 trillion euros 
annually due to data loss and down times. 

The number of attacks on corporate IT systems rose by 48 percent in 2014 compared to the year before, as ascertained3 
globally by the auditing and consulting firm Pricewaterhouse Coopers (PwC), according to which the average annual 
rate of growth since 2009 totals around 66 percent. According to the experts from Trustwave, more than 70 percent of 
the dangers may not even have been discovered. 

It is most often insiders, that is current or former employees, who are behind cyber criminality according to studies – 
and this is reportedly due to lack of knowledge or negligence, because they fall victim to phishing attacks or lose mobile 
end devices. The issue of IT security has however reached its proper place: on the executive floor, according to PwC 
Austria. 

Nevertheless, the data of more than half a billion internet users was stolen in online attacks in the year 2013 as 
estimated by IT security experts. At 552 billion affected identities, this was around six times more than in 2012, 
reported the security software firm Symantec4. 

 

 

 

                                                                    
 

1 http://www.mcafee.com/ca/resources/reports/rp-economic-impact-cybercrime2.pdf 
2 http://www.emc.com/microsites/emc-global-data-protection-index/index.htm?cmp=SOC-14Q4-GDPI-OT 
3 http://www.pwc.com/gx/en/consulting-services/information-security-survey/ 
4 http://www.symantec.com/de/de/security_response/publications/threatreport.jsp 
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The expenditures for IT security are consequently growing considerably. According to analysts from Gartner5, there 
was an increase of almost eight percent to 71.1 bn US dollars in 2014. A further growth of 8.2 percent is forecast for 
2015. 30 percent of security solutions for KMU are already supposed to be cloud-based at this time. 

3 Situation in Austria 

In Austria, two thirds of IT managers consider themselves well protected against hacker attacks, data leaks and 
espionage. However, half are of the opinion that their data are safer with an external IT service provider than stored 
internally, according to a study6 by the Vienna Enterprise Consulting, Accounting and IT (UBIT) professional group of 

                                                                    
5 http://www.gartner.com/newsroom/id/2828722 
6 https://www.wko.at/Content.Node/branchen/w/sparte_iuc/Unternehmensberatung-und-Informationstechnologie/Zahlen/Studie_-_Fachgruppe_UBIT-
Wien__Unternehmensdaten_sind_beim_.html 
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the Economic Chamber of Austria. That the IT service provider sector is subject to attacks considerably less frequently 
than, for example, R&D departments or enterprises is named as the reason for this. 

The IT managers for the most part feel threatened by external hacker attacks (74 percent), sabotage by disgruntled 
employees (72 percent) and negligence in the management of systems (64 percent). According to the survey, R&D 
departments and enterprises in future sectors (67 percent), banks/insurance companies (63 percent) and public 
institutions (62 percent) are especially under threat. Smaller and mid-sized enterprises and freelancers are considered 
less affected. 

IT sector managers expect the greatest protection from firewalls (66 percent), regular checks (21 percent), training of 
employees (17 percent) and virus protection programs (17 percent). 
 

3.1 No “Plan B” 

 
The entire economic system will be faced with great challenges as well, however. “We are hardly prepared for possible 
strategic shock events. We are lacking in many areas a Plan B for handling larger disruptions and total outages 
sensibly. The first step begins with knowledge of these threats,” Herbert Saurugg from Cyber Security Austria (CSA) 
says with conviction. 
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Dependence on energy and information grows also through the networking of entire ecosystems. “Thus, simple 
mistakes can have enormous consequences and bring about great disasters. Even the energy, water supply and 
communication, and, accordingly, the entire infrastructure can be at risk,” warns Herbert Dimberger from CSA. 

Sebastian Bachmann from Ikarus Security Software turns the focus to an especially critical area: “In the last few years 
alone, there have come to be increasingly large-scale cases of online banking fraud that in this form have shown 
previously nonexistent potential of the malware sector. Even administrators and security experts often do not know 
how to handle the new threats.” 
 

3.2 Engagement strengthened 

 
Numerous initiatives indicate how seriously these new threats are taken now. The federal government concluded a 
comprehensive concept for protecting cyberspace and the persons in the virtual space in March 2013 with the 
“Austrian Strategy for Cyber Security.”7  

                                                                    
7 http://www.digitales.oesterreich.gv.at/DocView.axd?CobId=50750 
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The threats as well as the national and international developments are summarized in the “Cyber Security Report 
2014,”8 wherein a significant increase in activities in the areas of cyber espionage and cyber criminality is discussed. 
According to this source, the attacks will focus primarily on cloud services and social networks in the coming years. 

The association Cyber Security Austria (CSA) in turn has the objective of promoting the security of strategic 
infrastructure in Austria by bringing the issue more into public awareness with, among other things, presentations and 
publications. Additionally, the CSA also regularly conducts the “Cyber Security Challenge” (CSC)9, which serves in 
recruiting young IT security talents in Austria. The Secure Austria Curatorship (Kuratorium sicheres Österreich - KSÖ) 
also wishes to raise awareness of this issue. 

On E-Day, one of the most well-known events by the Economic Chamber of Austria, as well as the Telefit Roadshow for 
Small and Medium Enterprises, IT security is regularly on the program. The Austrian information and coordination 
center Saferinternet.at is oriented especially toward children, youths, parents and educators. It supports internet users 
with tips and assistance for the safe use of the internet, mobile phones and computer games. 

The Computer Emergency Response Team Austria (CERT.at) functions as a contact partner for IT security in the 
national environment. It networks other CERTs and CSIRTs (Computer Security Incident Response Teams) from the 
areas of critical infrastructure as well as information and communication technology (ICT) and provides warnings and 
tips for KMUs. The CERT of the City of Vienna (Wien CERT) is operated by municipal department 14 (Automated Data 
Processing, Information and Communications Technology) of the City of Vienna. 

                                                                    
8 http://www.digitales.oesterreich.gv.at/DocView.axd?CobId=55936 
9 http://www.verbotengut.at/ 
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4 Vienna Market Overview 

 

4.1 Number and Structure 

 
Since the area of IT security is only one of many for many IT service providers and developers, an exact assessment of 
the actors active in this sector in Vienna appears difficult. According to a study10, however, there may exist some 10 to 
25 companies that generate a considerable portion of their revenue in this area. With only a few exceptions, these are 
rather small service providers. 

Among others, Ikarus Security Software GmbH, which develops independent products and is now a relatively large 
player, earns a special place. Another developing and innovative enterprise is the Cryptas company, which specializes 
–very active internationally- in digital identity management. Many other companies are dedicated to general security-
relevant applications for the most part only in small part. For example, the Viennese company KiwiSecurity delivers 
software for video analysis in the area of maximum security and gains notoriety primarily through its solution for video 
surveillance with simultaneous protection of the private sphere. 

Cyan Network Security specializes in proxy technology and web filtering solutions and works with critical 
infrastructures, among other things, and has now also established a headquarters in Germany. Bacher Systems is 
among the larger providers at around 80 employees. 

Martin Prager, federal spokesman for the Experts Group IT-Security of the Enterprise Consulting and IT professional 
group of the Economic Chamber of Austria, points to the large number of single-person enterprises in the sector. 
While these – mostly specialized – individual competitors in the area of IT security are for the most part service 
providers, the line is noticeably blurring. “Adaptation for the customer environment already has its share of 
development. There are fluent transitions here,” according to the expert. 

                                                                    
10 http://www.wien.gv.at/wirtschaft/standort/pdf/iktneu.pdf 
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Altogether, there may be some 100 to 150 actual security experts in Vienna. Ikarus director Joe Pichlmayr also speaks 
more of an IT security scene than a sector. That not many producers exist in this area is, in his view, due to the fact that 
the resources and know-how for such solutions are limited. Prager added that a growing number of large operations 
would acknowledge that even large providers of security solutions don't even employ hundreds: “So high qualification 
is still rare.” 

According to Pichlmayr, there are also a lot of know-how and exciting projects around the SBA (Secure Business 
Austria; see section “Training, Research and Networks”) competence center. Furthermore, there exists a relatively vital 
circle of parties with an interest in security who mainly come from the CERT (Computer Emergency Response Team) 
environment. 

A significant difference to other countries or cities appears to be that there exists a very tight network of experts for a 
variety of different security issues, regardless of whether they're coming from public administration, industry or 
research. This has immense advantages where larger attacks are concerned. In order to understand sophisticated 
attacks, one is normally dependent on professional collaboration, according to experts. 

The City of Vienna likewise reacts to current developments in the Vienna Digital Agenda: “The increasing digitalization 
of all manner of services and processes makes it essential that the trust of citizens in the security of our ICT systems, 
data and services is guaranteed.”11 
 

4.2 Customers 

 
In Austria, more than 95 percent of all enterprises have fewer than ten employees. While there are surveys that the 
operationally small-structured Viennese IT security firms primarily have locally headquartered large enterprises as 
customers, industry experts stress that the clients range all over from the smallest companies to public authorities and 
on to large concerns. 

                                                                    
11  https://www.digitaleagenda.wien/sites/default/files/digitale_agenda_wien_12_06_15final.pdf 
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There still exists a need to catch up, however, with regard to awareness-building among classic small and mid-sized 
enterprises. “That one firm with four, five employees does not have as much security awareness as large enterprises is 
clear,” according to Prager. However, an intense analysis of IT security is often also not possible due to limited 
resources and time. 

Above all, the proximity to their customers is considered a competitive advantage for Viennese IT security enterprises. 
With this, a trust relationship especially valuable for this industry can be built up that – in particular where sensitive 
data and industries are concerned – is considered of enormous importance. Naturally, the agglomeration of 
international firms and organizations in Vienna must also be viewed as a significant factor. 

5 Training, Research and Networks 

With regard to training opportunities and research institutions in terms of IT security, Vienna is in a very good 
position. In addition to central institutions such as the Technical University (TU) of Vienna, there are extensive 
offerings from technical colleges, among others; for example the Technical College Vienna Campus – the city of Vienna 
has set up a special professorship here – and the Technical College Technology Center of Vienna. Vocational high 
schools, say the TGM or HTBLVA Spengergasse, are also described as “very motivated.” 

The Vienna University of Technology, which is regularly ranked among the best in the world in the international 
hacking competition iCTF (International Capture The Flag), is also involved in the International Secure Systems Lab 
(iseclab), an association of five international system and security research laboratories. The Vienna University of 
Technology-computer science made it into a US News ranking in 3rd place among German universities. 

The Austrian competence center Secure Business Austria (SBA) Research is dedicated to applied IT security research 
in Vienna. Members include four local universities and 25 enterprises. More than 100 researchers are now employed 
here who are well-networked in the security scene. “Trust and personal contact are essential in this area,” explains 
Edgar Weippl, research director of SBA Research. In terms of networking, the SBA offers, among other things 
“Security Afterworks” who view themselves as an idea portal and exchange platform for experts. 
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An established name in the domestic research environment is the Austrian Institute of Technology (AIT), which 
operates its own Digital Safety & Security department12. It is mainly dedicated to ensuring operational efficiency and 
reliability of all critical infrastructures and the development and deployment of cutting-edge technologies in the area of 
public administration (E-Health, E-Government, E-Environment, telecommunications, electrical supply and 
transportation). 

The Austrian funding program for security research KIRAS also prioritizes critical infrastructure protection. Their 
objective is not only the prevention or elimination of primary damage such destruction, loss or emissions, but above all 
of secondary damage such as loss of trust, fear of the future or panic. Under KIRAS, national research projects are 
supported that increase the security for all members of society. In addition, there is also the Center for Secure 
Information Technology (A-SIT), a nonprofit organization of exclusively institutional members of a public nature. 
 

5.1 Online Advisers for one-person enterprises 

 
A free online guide has been set up at the portal www.onlinesicherheit.gv.at specifically for the support of one-person 
enterprises in cyber security risks, with the aid of which it can be determined whether and where operational problems 
could exist in the IT sector. Evaluation of the anonymously-answered questions includes simple and rapid measures to 
be implemented with which more IT security can be achieved. 

Since February 2013, the online portal, which operates by commission of the Federal Ministry of Finance (BMF), the 
Federal Chancellery (BKA) and the Center for Secure Information Technology - Austria (A-SIT), has been offering 
independent advice and assistance for more security in the digital world. 

 

                                                                    
12 http://www.ait.ac.at/research-services/research-services-digital-safety-security/ 
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Children and youths, parents, educators, consumers, and the 60-plus generation are addressed. However, enterprises 
and their employees, public administration and security research are also offered comprehensive support on the topic 
of online security. 
 

5.2 Easy Access through CryptoParties 

 
Where the networking of individuals is concerned, the Vienna Metalab has established itself. It regularly organizes 
CryptoParties where easy access to the issue of privacy on the Internet, cryptography and remarkable things are 
discussed. Among other things, the following topics are examined: Encryption of emails, hard drives, chat and 
telephony and anonymous web surfing, and anonymous publishing as well. 

The viciously-critical Browser Game “Data Dealer,” which was very recently developed largely in Vienna by a team led 
by Wolfie Christl, has been concerned with raising public awareness of the issue of data protection. The game, which 
was even reported about by the “New York Times,” “The Guardian” and “Le Monde,” was awarded the "Games for 
Change Award" in New York. 

In the game, you browse fictitious online platforms such as “Trace Book,” “Smoogle” or partner exchanges for sensitive 
information that can then sold for cash to the state or to private interests. The educational factor does not fall short, as 
one learns just what can happen in the real world with private data on the Internet. 
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6 Trends 

The market for IT security is growing year by year, and with the networking of billions of devices the potential risk will 
continue to increase. However, it is already clear that the issue has a strategic dimension for the Vienna business 
location: both for the protection of critical infrastructure and the protection of know-how – Keyword industrial 
espionage. Necessary for this are professional IT service provider, good training and R&D. 

Much has also changed at the enterprise level: Awareness has increased and boards of directors and managers are 
more involved. The revelations about the spying by the American NSA have also incentivized businesses. Where 
mobile devices are concerned, there is still a need to catch up. Safety awareness here is still in its infancy. 

The shortage of skilled workers in the field of IT security is an issue according to industry experts, but one itself 
developed by the specialists (mostly men), and the relevant players in this field are also very well networked due to the 
tight market. 

It is debated among experts whether the ingrowth of IT into other sectors – keyword “Industry 4.0” or “smart meters” 
– will result in new business opportunities for the industry in the short-term. While some insist that cooperation is 
becoming more interdisciplinary and specialists who build controlling and heating systems network with IT security 
experts, others speak of “wishful thinking.” In the longer term, however, there appear to be entirely new options for the 
industry to discover. 
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7 Services Offered by the Vienna Business Agency 

 

The objective of the Vienna Business Agency is the continuous development of international competitiveness by 
supporting the Vienna-based companies and its innovative strength, as well as a sustainable modernization of the 
business location. To achieve this, the Vienna Business Agency provides free consultations to all entrepreneurs in 
Vienna on the topics of business creation, business location or expansion, business support and financing. 
Furthermore, networking contacts in the Viennese economy are also made available. 

The Vienna Business Agency supports and helps businesses complete their research and development projects with 
both individual consulting and monetary funding. Depending on requirements, they will receive information about 
sponsorships, financing opportunities, possible development partners, research service providers, or research 
infrastructure, according to their needs. 

The Vienna Business Agency sees itself as a network of the Viennese ICT industry and supports businesses with 
consultations, as well with distribution and networking among themselves. Events and workshops on topics from the 
field of ICT are held regularly. 

Additionally, the Vienna Business Agency helps company relocations or internationalization services. Help is provided 
to business founders and young entrepreneurs in the start-up area. Free workshops and training sessions on topics of 
everyday business are offered as well as small, affordable office spaces. 
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8 Imprint 

Vienna Business Agency. A service offered by the City of Vienna. 
A-1070 Vienna, Austria, Mariahilfer Straße 20 
viennabusinessagency.at 
 
CONTACT: Christoph Henrichs, Technology Services 
T +43 1 4000-86038, henrichs@wirtschaftsagentur.at 
 
PHOTOS & GRAPHICS: Vienna Business Agency, Fotolia, iStock Fotos, Vienna Business Agency/David Bohmann, 
Vienna Business Agency/Christian Husar, Vienna Tourist Board/Christian Stemper, Vienna Tourist Board/Peter 
Rigaud 
 
ICT DATA SOURCES: Statistics Austria, G. Haber, METIS, University of Klagenfurt “Impact Analyse: Software und IT-
Sektor 2011“, KMU Research Austria, Economic Database 
 
LAST UPDATED: January 2017 
 
 
Technology reports are available on the following topics: 
 
¬ Big Data Open Data 
¬ Cloud Computing 
¬ E-Government 
¬ E-Health 
¬ Emerging Technologies 
¬ Enterprise Software 
¬ Entertainment Computing 
¬ IT-Security 
¬ Mobile Apps 
¬ User Centered Design 
¬ Visual Computing 
 
 
The digital version can be found at https://viennabusinessagency.at/technology/technology-location-vienna/  
 
 
At technologieplattform.wirtschaftsagentur.at Viennese can present their innovative products, services and prototypes 
as well as their research experience to enterprises and institutions in the technology sector and find development 
partners and pilot customers.  
 
 
The information and networking support offered in the key areas of information and communication technologies, 

energy, environment, mobility & construction, production technology, and process engineering is funded by the 

‘Intersectoral platform for technologydevelopers project’, part of the EFRE’s Investment in Growth and Employment 

in Austria, 2014 – 2020 programme. 

 
 
 
 


